EAST Search History 



EAST Search History (Prior Art) 



Ref # 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


L1 


2 


"7353395". pn. 


USPGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/11/03 
12:20 


L2 


2 


"691 01 29". pn. 


USPGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/11/03 
12:36 


SI 


2 


"boneh-franklin" and I BE 
adj system$1 


USPGPUB; 
USPAT; USOCR; 
EPO; JPO; 

UbnWbN I 


OR 


OFF 


2008/02/26 
16:03 


S2 


425 


"4748668" 


USPGPUB: 
USPAT; USOCR; 
EPO; JPO; 

UbnWbN I 


OR 


OFF 


2008/02/26 
16:11 


S3 


84 


boyen.in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 

UbrwvbN I 


OR 


OFF 


2008/02/26 
16:39 


S4 


2 


boyen.in. and I BE 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 

UbrfWbN I 


OR 


OFF 


2008/02/26 
16:39 


S5 


8 


voltage adj security as 
and I BE 


US-PGPUB; 
USPAT: USOCR; 
EPO; JPO; 

nCPIA/CMT 

UbrfWbN I 


OR 


OFF 


2008/02/26 
16:40 


S6 


10 


signcryption adj scheme 
$1 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 

npRWPMT 

utrivvtiN I 


OR 


OFF 


2008/02/26 
17:08 


S7 


2 


"20040123098" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
17:17 


S8 


3 


"6334747" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
17:21 


S9 


2 


"6792530" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
17:45 



|S10 \4 ;"71 13594" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 02/ 27 
12:41 


;S11 MO ;"6396928" 


i ic ry^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 02/ 27 
13:01 


SS12 


25 


signcryption 


1 IC D/^DI ID- 

Uo- HjrUb, 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 






13:02 


S13 


75 


gentry.in. and signature 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/27 
13:04 


S14 


35 


gentry. in. and signature 
and encryption 


US- PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 02/ 27 
13:04 


S15 


11 


gentry.in. and signature, 
ti. and encryption 


1 ICD/^DI ID- 

USPAT USOCR: 
EPO; JPO; 
DERWENT 






onno/no/07 
13:04 


S16 


27 


signcryption 


1 ICLDf^DI ID- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 






*:UUo/ Vol I o 
12:50 


S18 


11 


"6075864" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
13:52 


S19 


6 


"6446205" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
13:52 


S20 


14 


signcryption.ab. 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
14:39 


S21 


7 


("5754656 | 5796832" | 
"5799088" | "5889861" | 
"5889862" | "5889865" | 
"6064741 ").PN. 


US-PGPUB; 
USPAT: USOCR 


OR 


OFF 


2008/06/18 
14:43 


S22 


6227 


encrypt$3 near sign$3 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
14:47 


S23 


45 


encrypt$3 near sign$3 
and (I BE IB identity adj 
based adj encryption) 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
14:47 



0Do...720/EASTSeaichHistory.l0774720_AccessibleVersion htm (2 of 16) 1 1/3/2010 1:05:42 PM 



EAST Search History 



S24 




"20020188850" 


i ic ry^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
14:52 


S25 


9 


"5708432" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
14:52 


S26 


7 


"71 13594" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
14:59 


S27 




"6792530" 


i ic rv^Di id- 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
15:04 


S28 


28 


boneh$franklin 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
15:12 


S29 


10 


"6396928" 


US-PGPUB: 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/ 06/ 1 8 
15:45 


S30 


7 


("5754656" | "5796832" | 
"5799088" | "5889861" | 
"5889862" "5889865" 
"6064741 ").PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
15:49 


S31 


282 


sign$3 with encrypt$3 jUS-PGPUB; 
with one with operation lUSPAT; USOCR 
$1 


OR 


OFF 


2008/06/18 
15:52 


S32 


4 


sign$3 with encrypt$3 
with one with operation 
$1.ab. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/66/78 
15:52 


S33 


3 


signcryption.clm. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
15:53 


S34 


5 


"7113594" 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
15:54 


S35 


2 


"20030179885" 


US-PGPUB; 
USPAT: USOCR 


OR 


OFF 


2008/06/18 
15:59 


S36 


2948 


713/176.ccls. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
21:31 


S37 


1 


713/176.ccls. and 
signcrypt$3 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
21:31 


S38 


5 


380/30.ccls. and signcrypt 
$3 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
21:31 


IS39 


10 


"6396928" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/19 
14:03 
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S40 


6 


identity$based neaM 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/01/20 
19:37 


S41 


6 


identity$based near 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/01/20 
20:37 


S42 


13 


identity$based and 
signcryption 


i io ry^m id- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/01/20 
20:37 


S43 


236 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 


i ic rv^m id- 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 05 
18:44 


S44 


3 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 
and boyen nearl xavier. 
in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:53 


S45 


3 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
identity$based 
$signcryption) and boyen 
nearl xavier. in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 


OR 


OFF 


2009/06/05 
18:54 


S46 


3 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
identity near2 
signcryption) and boyen 
nearl xavier. in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:54 


S47 


3 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
signcryption) and boyen 
nearl xavier. in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:54 


S48 


3 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
signcryption I BE) and 
boyen nearl xavier.in. 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:55 



file:///CI/Doci 
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S49 


5 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
signcryption I BE) and 
boy en. in. 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:55 


S50 


3 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
signcryption I BE) and 
boyen adj xavier.in. 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:56 


S51 


75270 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
signcryption I BE) 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:03 


S52 


259 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
signcryption) 


US-PGPUB; 
UbrA 1 . UbUUH. 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:03 


S53 


236 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 


US- PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 05 
19:04 


S54 


65 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 
and (signcryption sign$3 
near5 encrypt$3) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:05 


S55 


236 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:08 


S56 


164 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 
and sign$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:1 1 


S57 


87 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 
and sign$3 with encrypt 
$3 


US-PGPUB; 
USPAT: USOCR: 

DERWENT 


OR 


OFF 


2009/06/05 
19:12 


S58 


9 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 ) 
and signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:13 
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S60 


9 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 I D- 
based adj signature$1 ID 
adj based adj signature) 
and signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:17 


S62 


14 


"7113594" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
20:02 


S63 


22 


I BE adj private adj key$1 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
20:04 


S64 


14 


"71 13594" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
22:46 


S65 


9 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 I D- 
based adj signature$1 I D 
$based adj signature) 
and signcryption 


US-PGPUB: 
USPAT; USOCR; 
EPO; JPO; 

UbKWbN I 


OR 


OFF 


2009/06/05 
22:50 


S66 


9 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 I D- 
based adj signature$1 ) 
and signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
22:52 


S67 


237 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
identity adj based adj 
signcryption) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
22:59 


S68 


21 


(identity adj based adj 
encryption "identity- 
based-encryption" identity 
$based$encryption$1 
identity adj based adj 
signcryption) and I BE adj 
private adj key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:00 



file:///CI/Doci 
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S69 


17 


("20020076042" | 
"20020169857" | 
"20020188690" | 
"20030081785" | 
"20030115448" | 
"20030120733" | 
"20030163567" | 
"20030179885" | 
"20030182554" | 
"20030198348" | 
"5016276" | "5159632" | 
"5271061" | "5272755" | 
"5581616" | "6061448" | 
" 6396830" ).PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2009/06/05 
23:02 


S70 




I BE adj private adj key 


i io rv^ni id- 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 05 
23:08 


S71 


45 


decrypt$3 with ciphertext 
with produc$3 with public 
adj key 


i io rv^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 05 
23:12 






decrypt$3 with ciphertext 
with output$4 with public 
adj key 


1 IC_ D/^DI ID- 

Uo- rvirUb, 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 






onno/nR/ni; 

^uuy/ uo/ uo 
23:15 


S73 




decrypt$3 with ciphertext 
with extract$3 with public 
adj key 


1 IO DODI ID* 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


dUUyl Vol Uo 
23:16 


S74 


189 


decrypt$3 with encrypted 
with extract$3 with public 
adj key 


1 IC D/"^DI ID- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


liUUy/ Ub/ Uo 
23:19 


S75 


31 


decrypt$3 with encrypted 
adj (data information file 
content) with extract$3 
with public adj key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:20 


S76 


24 


(pars$3 extract$3) with 
public adj key with 
ciphertext 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:28 


S77 


41 253 


private adj key with 
(comput$3) with 
commitment wth 
decommitment 


i io ry^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:06 


S78 


o 


private adj key with 
(comput$3) with 
commitment with 
decommitment 


(JS-pQp(Jg. 

USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:06 
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S79 


4 


private adj key with 
(comput$3) with first adj 
value with second adj 
value 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:06 


S80 


0 


private adj key with 
(output$4) with first adj 
value with second adj 
value 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:07 


S81 


1 


private adj key with 
(output$4) with 
commitment 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:08 


S82 


13 


private adj key with 
(generat$3) with 
commitment 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:12 


S83 


0 


private adj key with 
commitment with 
decommitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:14 


S84 


2 


private adj key with 
generat$3 with two adj 
values 


USPGPUB: 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:15 


S85 


2 


private adj key with 
(generat$3 creat$3) with 
two adj values 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:15 


S86 


6 


private adj key with 
(generat$3 creat$3 
produc$3) with two adj 
values 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:16 


S87 


20 


private adj key with (first 
primary) adj (value 
parameter) with (second 
$3) adj (value parameter) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:17 


S88 


20 


private nearl key with 
(first primary) adj (value 
parameter) with (second 
$3) adj (value parameter) 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:19 


S89 


323 


private nearl key with 
(produc$3) with (value 
parameter) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
00:20 


S90 


82 


private nearl key with 
(produc$3) with (value 
parameter). elm. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:20 
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S91 


40 


comput$3 with two adj 
values with key$1 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:29 


S92 


53 


(calculat$3 deriv$3) with 
two adj values with key 
$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:33 


S93 


2 


private adj key with 
(calculat$3 deriv$3) with 
first adj key with second 
adj key 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:37 






private adj key with 
(calculat$3 deriv$3) with 
sub$key 


1 IC Df^DI ID- 
US- MUrUb, 

USPAT: USOCR: 

EPO; JPO; 

DERWENT 




OFF 


dUVyi Vol Ub 
00:38 


S95 


437 


private adj key$1 with 
(output$4 generat$3 
produc$3 deriv$3) with 
first nearl (key value) 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO: 
DERWENT 


OR 


OFF 


2009/06/06 
00:51 


S96 


230 


private adj key$1 with 
(output$4 generat$3 
produc$3 deriv$3) with 
first nearl (key value) 
same second nearl 
(value key) 


US-PGPUB; 
USPAT; USOCR; ! 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:51 


S97 


35 


private adj key$1 with 
(output$4 generat$3 
produc$3 deriv$3) with 
first nearl (key value) 
same second nearl 
(value key).ab. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:58 


S99 


14 


"71 13594" 


1 IC non id- 

Uo-HbHUtS, 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 06 
23:45 


S1 00 


1 


"71 13594". pn. and 
decrypt$3 with ciphertext 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 07 
00:08 


S101 


1 


"71 13594". pn. and 
decrypt$3 with ciphertext 
with public nearl key$1 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 07 
00:08 


S102 


1 


"71 13594". pn. and 
decrypt$3 with 
(encrypted ciphertext) 
with public nearl 
(parameter$1 key$1) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
00:57 
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S1 03 


0 


RE40687E 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
01:54 


S1 04 


55 


extract$3 with public adj 
key$1 with encrypted adj 
(packet message content 
data information) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
02:05 


S105 


70 


public adj key$1 with 
embed$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
12:42 


S106 


66 


public adj key$1 with 
embed$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) and decrypt 
$3 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
12:43 


S1 07 


26 


"6499105" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 07 
13:26 


S1 08 


1 


"64991 05". pn. and 
signature$1 with public 
adj key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 07 
13:26 


S109 


93 


public adj key$1 with 
attach$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) and decrypt 
$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
14:04 


S110 


71 


public adj key$1 with 
attach$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) and 
signature$1 and decrypt 
$3 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2009/06/07 
14:05 


S111 


5 


public adj key$1 with 
attach$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)). dm. and 
signature$1 and decrypt 
$3 


US-PGPUB: 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
14:08 


S1 12 


13 


commitment and 
decommitment 


US-PGPUB: 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:10 
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:sii3 


20 


commitment and de 
$commitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:12 


|S114 


9 


key with commitment and 
de$commitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:12 


|S1 15 


9 


key$1 with commitment 
and de$commitment 


US-PGPUB: 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:12 


|S1 17 


3 


"6826667" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:18 


|S1 18 


10 


"6826687" 


US- PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 06/ 07 
21:19 


|S1 19 


12 


"6396928" 


US-PGPUB; 
USPAT USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/08 
10:24 


|S1 20 


2 


"2005125674" 


US-PGPUB; 
USPAT USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/08 
23:53 


IS121 


2 


"20050125674" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/08 
23:53 






identity$based 
$encryption 


1 IC DOCH ID- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 






11:07 


|S1 23 




identity$based jUS-PGPUB; 
$encryption and IBEadj j USPAT: USOCR: 
private adj key$1 jEPO; JPO; 

Iderwent 


OR 


OFF 


2009/ 11/13 
11:11 






identity$based jUS-PGPUB; 
$encryption and I BE adj j USPAT: USOCR; 
private adj key$1.clm. jEPO; JPO; 

|derwent 






^uuy/ n / 1 o 
11:25 


iS125 


7 


identity$based jUS-PGPUB; 
$encryption and I BE adj ! USPAT; USOCR; 
private adj key$1 with jEPO; JPO; 
sender$1 .elm. jDERWENT 


OR 


OFF 


2009 11 13 
11:25 
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SI 26 


6 


("20030081785" | 
"20040179684" | 
"20050071632" | 
"20050102512" | 
"20050138353" | 
"7353395"). PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2009/11/13 
14:03 


S127 


17 


(20020076042 | 
"20020169857" | 
"20020188690" | 
"20030081785" | 
"20030115448" | 
"20030120733" | 
"20030163567" | 
"20030179885" | 
"20030182554" | 
"20030198348" | 
DUIb^/b | oloybo^ | 
"5271061" | "5272755" | 
"5581616" | "6061448" | 
" 6396830" ).PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2009/11/13 
14:06 


S128 


17 


("20020076042" | 
"20020169857" | 
"20020188690" | 
"20030081785" | 
"20030115448" | 
"20030120733" | 
"20030163567" | 
"20030179885" 
"20030182554" | 
"20030198348" | 
"5016276" | "5159632" | 
"5271061" | "5272755" | 
"5581616" | "6061448" | 
" 6396830" ).PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2009/11/13 
14:08 


S129 


14 


("20020046286" | 
"20020076042" | 
"20040019779" | 
"5016276" | "5159632" | 
"5271061" "5272755" 
"5581616" | "6061448" | 
"6098056" | "6192407" | 
"6275939" | "6487599" | 
"66091 96"). PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2009/11/13 
14:10 


S1 30 






I IC rTPDI ID- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 11/19 
14:51 


S131 


2 


"7590236" 


US-PGPUB - 

USPAT USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/19 
14:59 



;S1 32 




"7580521" 


i ic ry^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 11/19 
15:02 


|S1 33 


12 


"200401 124" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
18:47 


|S1 34 


198 


symmetric adj key$1 and 
generat$3 with key nearl 
pair with private adj key 
$1.clm. 


US-PGPUB; jOR 
USPAT; USOCR; 
EPO; JPO; j 
DERWENT 


OFF 


2009/1 1/20 
18:49 


IS135 


98 


"3807$.ccis. and 
symmetric adj key$1 and 
generat$3 with key nearl 
pair with private adj key 
$1.clm. 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/11/20 


S1 36 


13 


I BE and generat$3 with 
key nearl pair with 
private adj key$1 .elm. 


US-PGPUB; 
USPAT; USOCR; 
EPO' JPO' 
DERWENT 


OR 


OFF 


2009/1 1/20 
18:54 


S137 


1 


(" 20040098589" ).PN. 


US-PGPUB; 
USPAT: USOCR 


OR 


OFF 


2009/11/20 
18:55 


;S1 38 


45 


I BE and generat$3 with 
key nearl pair with 
private adj key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
18:57 


IS1 39 


809 


comput$3 with key nearl 
pair with private adj key 
$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
19:03 


;S1 40 


45 


comput$3 with key nearl 
pair with private adj key 
$1.ab. 


US-PGPUB; 
USPAT: USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
19:03 


S141 


1 1 


"6826687" 


US-PGPUB: 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
23:27 


S142 


68 


private adj key$1 with 
commitment$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
23:30 


S143 


1 0 


private adj key$1 with 
commitment$1.clm. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/20 
23:32 


S144 


17 


private adj key$1 with 
(comput$3 calculat$3) 
with two with values 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/11/21 
13:28 
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S1 45 


5 


("20040215685" | 
"4736423" | "5991415" | 
"6144740" | "6965673"). 
PN. 


i ic ry^m id- 

USPAT; USOCR 


OR 


OFF 


2009/ 1 1/21 
13:31 


S1 46 




private adj key$1 with 
(output$4) with two with 
values 


i ic ry^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/21 
13:32 






private adj key$1 with 
(output$4) with two with 
numbers 


1 IO Dy^DI iD- 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/ 11/21 
13:33 


S1 48 


71 


private adj key$1 with 
(output$4) with key adj 
pair 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/21 
13:36 


S1 49 


1 


symmetric adj key with 
encrypt$1 with 
commitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/1 1/21 
14:19 


S1 50 


109 


"5159632" 


US-PGPUB: 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/10 
15:14 


S151 


3 


"20030182554" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/10 
15:15 






d\J\Jo\J\ 1 044o 


1 IC Df^DI ID* 

Uo-rvjrUb, 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 






<;U1U/UO/1U 
15:16 


S1 53 






1 IC DODI ID- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


£iU1U/Uo/1U 

15:16 


S1 54 




"20020046286" 


1 IC DODI ID- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 




<i(J1 (J/ (Jo/ 1 (J 
15:17 


S155 




(identity$based 
$encryption 1 BE) near 
private adj key 


1 IC EV^DI ID- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 




<iU1U/UD/1U 

15:20 


S156 


0 


(identity$based 
$encryption 1 BE 1 D nearl 
base$1 nearl encryption) 
and commitment and 
decommitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/11 
13:33 
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S1 57 


20 


commitment and 
decommitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/1 1 
13:33 


S1 58 


5 


"2006090378" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/1 1 
13:51 


S1 59 




"20060190378" 


i ic ry^ni id- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 




2010/05/1 1 
13:51 


S1 60 




"20050171882" 


1 IC D^DI iD- 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/1 1 
13:52 


S161 


4 


"7035404" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/05/17 
14:33 


S1 62 


18 


commitment and 
decommitment 


i ic rv^m id- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/05/17 
14:43 


S1 63 


885 


symmetric adj key with 
private adj key with 
encrypt$3 


i ic ry^Di id. 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/05/17 
14:54 






symmetric adj key with 
private adj key with 
encrypt$3.clm. 


1 |C_ Df^DI ID 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 






cXJ \ U/ UO/ \ 1 

14:54 


S1 65 


16 


symmetric adj key with 
"based" with private adj 
key with encrypt$3.clm. 


1 IO O^DI ID* 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


£iU1 U/Uo/ 1 / 
14:54 


S1 66 


109 


"5159632" 


I IC ry^Dl id- 

USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


ZU\ (J/ (JO/ 1 / 

14:58 


S167 


3 


<iUUoU1o<iD04 


1 IC D/^DI id- 
Uo- HUHUd, 

USPAT: USOCR: 

EPO; JPO; 

DERWENT 


OR 


OFF 


^(JlU/Ub/l / 

15:00 


S168 


2 


"20030115448" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/05/17 
15:04 



|S1 69 


2 ;"20020076042" ;US-PGPUB; 

jUSRAT; USOCR; 
IEPO; JPO; 
j DERWENT 


OR 


OFF 


2010/05/17 
15:05 


|S1 70 


2 i"20020046286" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2010/05/17 
15:07 


|S171 


3 


"20020129237" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


201 0/05/22 
11:07 


jS1 72 


952 


(identity-based Identity 
adj based) and private 
adj key$1 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/11/02 
12:23 


|S1 73 


296 


(identity-based Identity 
adj based) and private 
adj key$1 and symmetric 
adj key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/11/02 
12:24 


jS1 74 


204 


(identity-based Identity 
adj based) and private 
adj key$1 and symmetric 
adj key and hash$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/1 1/02 
12:26 


S175 


0 


(identity-based Identity 
adj based) and private 
adj key$1 and symmetric 
adj key and pubic adj key 
$1 with hash$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/11/02 
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